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Abstract

The Internet of Things (loT) is the collaboration of computation, networking, and physical objects.
This physical object is combined within a network that shares information between connected
devices via the Internet. In today's era, IoT technology is used in almost all fields smart homes,
smart cities, distributed grid systems, intelligent transportation systems, and healthcare. But the
centralized architecture used in the Internet of Things for connecting and communicating via the
Internet produces a threat to the security and privacy of the most sensitive data, which requires a
decentralized system. Blockchain is the most emerging technology that provides solutions to
modern loT-based applications and provides a secure, reliable, and efficient computing
framework. The intrinsic interior consensus algorithm and distributed storage address the issues
that arise in loT applications. This paper discusses the security challenges in loT-based systems, a
systematic review of blockchain as a solution to the loT-based problem, and the challenges that
occur in the collaboration of Blockchain with loT.
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1 Introduction

The Internet of Things was coined by Kevin Ashton in 1999. At that period, it was not so popular, but it
gained popularity after Gartner integrated loT with its “new emerging technologies” in 2011 [1]. In
2022, around 29 billion devices are forecasted, where the count of devices related to loT was around
18 billion, which is half of all the total devices forecasted, which automatically explains the global
momentum that loT gained. With the increasing and easy access to Internet connectivity in every area,
whether it is related to healthcare, transportation, or many other sectors, there is a demand for making
everything smart and intelligent, which is the biggest reason for the growing popularity of the Internet of
Things. It consists of physical objects enabled by the Web that are interrelated to each other,
communicate, process, and transfer data over the Internet [2]. As loT systems have grown in scale and
complexity, they have faced challenges related to communication transactions, security, and data
analysis. Blockchain is emerging as a crucial component to tackle these problems. The concept of loT was
introduced in the early 2000s, although it gained popularity in the following decade. loT encompasses a
wide spectrum of applications such as smart homes, smart healthcare, smart cameras, smart cities, and
wearable devices, to industrial automation. These applications share a common goal: to use data from
various devices to make informed decisions and streamline processes. Blockchain’s distributed ledger
system offers a tamper-resistant and decentralized framework for recording transactions. Smart
contracts in blockchain are self-executing contracts that automatically execute when specific conditions
are met. For example, a blockchain-based smart contract constructed on predefined rules makes a
payment to a supplier after a shipment of goods is received and verified by IoT sensors. Security is a
paramount concern in loT, which gives the potential consequences of data violations and malicious
attacks. loT devices are usually vulnerable consequent their limited processing power and memory,
making them attractive targets for cybercriminals. Blockchain’s decentralization cryptographic technique
significantly enhances security by protecting data integrity, reducing the threat of unauthorized
accessibility, and ensuring traceability.
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2 Security Concerns in Internet of Things

Security concerns in loT, particularly concerning authentication and authorization, are paramount for
ensuring the integrity, confidentiality, and availability of l1oT systems and data [3]. Figure 1 defines
some important security aspects in loT. Authentication involves verifying the identity of users and
devices attempting to access loT resources, including challenges related to device identity validation,
secure key management, and user authentication, especially in user-interaction-based loT systems like
smart homes. In authorization, focus
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Fig. 1. Security Concept in loT

is on defining and enforcing access control policies, addressing issues such as granular access control for
different devices, dynamic authorization in fluctuating loT environments, and secure data sharing
among multiple devices and users. Blockchain technology, in this context, plays a critical role by
providing a tamper-resistant ledger for device identities, ensuring the secure storage and management of
cryptographic keys, facilitating transparent, immutable access control rules, and validating and tracking
data sharing agreements. The intrinsic interior consensus algorithm and dispersed storage solve the
problems that occur in loT applications.

3 Blockchain as a Solution to the loT (Internet of Things) Problem

Blockchain with loT is a new automation that provides a decentralized, immutable, distributed, and digital
ledger that records the transactions among loT devices. In the blockchain digital ledger contains records
that are used to record transactions among many computers, so that if any computer wants to
change, it cannot be done without their members. The Internet of Things defines the physical objects
that are smart devices with processing ability, sensors, software, and actuators that can connect and
share data among the devices. The idea of blockchain with IoT provides a method to process the data
securely among the Internet of Things. Blockchain is an open-source platform that is publicly opened for
every communication. Blockchain technology used by the loT for secure transmission among loT devices
in diverse environments. The work on blockchain was started in the 1990s when S. Haber and W. S.
Stornetta started work for securing the data in blocks (like linked list) [4].

4 Overview of Blockchain

Blockchain is a series of blocks, which hold the information of all the transactions like convention public
ledger [5]. Block connected to the previous one by the hash value of the previous block, which is the
parent block. The first block is the genesis block without any parent block. All incoming transactions are
stored in the transaction pool. Now, the nodes need to verify these transactions based on predefined
criteria. Verification also solves the problem of double-spending. In double spending same input amount is
used for two or more different transactions [6]. After the verification is done by the miners, the
transaction is included in the block. The nodes that mine the blocks are called miners [7]. Figure 2 defines
the transaction verification in blockchain.

Proceedings DOI: 10.21467/proceedings.7.6 436 Series: AR Proceedings
ISBN: 978-81-989164-9-5 ISSN: 2582-3922


https://doi.org/10.21467/proceedings.7.6

Proceedings of the 3™ International Conference on Artificial Intelligence, Machine Learning and Cybersecurity

o
¥

node nrake
transaction

s

miner gets reward for
transaction verification

— b — (((’))) .
¥ e

block created

new block is added
in the blockchain

@& @
@

Fig. 2. Transaction Verification in Blockchain

5 Related work
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Table 1: Summary of related work with their research gap and proposed solutions

Author Year Methodology Used Research Gap Proposed Solution
. Utilize blockchain’s
Introduced a privacy-
. tamper-proof ledger and
preserving access control -
. decentralization to
model based on Data security and
Ouaddah . . develop  an access
2017 blockchain  technology access control in
et al. [8] . control framework that
for 1oT environments. loT. .
enhances security and
Addressed access control .
. privacy for loT
and privacy challenges. .
applications.
Proposed a QoS-based Ensure data integrity,
secure transaction - rivacy, and QoS in loT
. Efficiency of loT- P Y Q
structure for loT using . deployments by
Roy et al. . . assisted . . .
2019 blockchain mechanisms. incorporating blockchain
[9] . . healthcare
Ensured data integrity, technology for secure
. . systems. .
privacy, and quality of and efficient
service. transactions.
Explored blockchain
applications in Harness blockchain
. healthcare for Ubiquitous capabilities to transform
Indumathi . . .
et al. [10] 2020 uninterrupted, user- healthcare healthcare delivery into
friendly services, accessibility. a seamless, patient-
emphasizing ubiquitous centric experience.
healthcare accessibility.
. Use blockchain’s
Introduced a collective
. . transparency and
. Q-learning model with )
Qiu et al. . . loT network security to enhance
2020 blockchain assistance to . . .
[11] . . dynamics. networking  strategies
optimize loT networking .
. and optimize loT
dynamics.
ecosystems.
Address security issues
Conducted a y .
. by evaluating
comprehensive  survey . .
. Security concerns mechanisms and
Shammar exploring loT and | . .
2021 > . . in 1oT blockchain approaches tailored for
et al. [12] blockchain  integration . .
. s integration. loT—blockchain
with a focus on critical . . .
. integration, enhancing
security aspects. .
overall system security.
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and latency. loT systems.

6 Opportunities of loT with Blockchain
Combining BC with loT creates many opportunities for both of them. Let’s discuss some opportunities here,
as shown in Figure 3.
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Fig. 3. Opportunities of blockchain with loT
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6.1 Make the Trust among the partners

The integration of these techniques creates trust between the parties that are connected in the network. Because
every transaction is verified by the prospector, so that verified devices interact in the network and then are
allowed to get into BC [19].

6.2 Cost Reduction

This technique also reduces the cost between the devices because it allows direct interaction among the parties. It
removes all the mediator nodes between the receiver and sender. It allows direct communication [20].

6.3 Time Reduction

This technique also reduces a lot of time. Because it allows the single version data verification among the
stakeholders, and the time used for transaction verification is reduced from days to seconds [21].

6.4 Social Services

It also provides better services for all public and social devices that are connected. All devices can communicate
and share data among themselves.

6.5 Security

Blockchain uses the Distributed Ledger technique, where every node holds a replica of the original chain,
which makes the network more functional even though lots of nodes fail. It provides privacy among the
connected nodes. It is difficult for the attackers to understand the data on one node because the copies of data are
stored across multiple nodes that the attackers can’t access in a unit time [22].

6.6 Financial Services

Blockchain technology also makes financial services more transparent. It allows for the transfer of funds with
security without a mediator. It also reduces the transfer cost and time.

6.7 Risk control

Blockchain technique plays an important role in analyzing the risk. After analyzing the risk, it also tries to
minimize the risk from the failure of resources and transactions.

7 Challenges in blockchain—loT integration

This section discusses the challenges that occur in the collaboration of blockchain in loT. Blockchain was
designed for high-profile devices that need more software and hardware for securing transactions. But in the loT,
some devices are very small, but require huge amounts of data for processing. Challenges are defined here.

7.1 Storage capacity and scalability

In BC, the blockchain is always growing. So, it can hang out due to its heavy trans- action. Because the size of
Ethereum and Bitcoin is 400 and 150, respectively, that requires a huge amount of storage. Ethereum can process
20 transactions/second. But network-based applications like Visa and PayPal require 2000 and 170,
respectively, as their throughput. Although only a fully validated transaction can be stored in the chain, the storage
requirement is feasible. As the block size is growing, it requires more resources, which reduce the system capacity
and also degrades the system performance.

7.2 Lack of skills

Blockchain technology is transforming the whole world. Not everyone is familiar with this technology. So,
blockchain requires training the people is a challenging task.

7.3 Integration and Discovery
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The blockchain technology was not specifically designed for loT devices. So, it is difficult to discover the loT-
connected devices with the blockchain. So 10T devices can find other devices, but can’t find and integrate the
blockchain with other devices.

8 Conclusion

In the present revolution era, |oT systems are evolving quickly, but their security issues are also increasing. The
vital challenge in loT arises due to its centralized architecture. Blockchain technology, which is a decentralized
approach, is the solution to these problems. Blockchain and its inherent nature, transparency, distributed data
storage, immutability, trustworthy and consensus algorithm can be applied to make reliability and robustness in
loT systems. A blockchain-based distributed idea removes the problem of single-point failure, providing efficient
data security and transparency between transactions. Blockchain's peer-to-peer nature removes the third-party
need that reduces cost, time, and delivers accurate information between connected devices in real time in an
loT system. So, the use of blockchain in IoT can be more beneficial in the future. But still, there are some
challenges of loT integration with blockchain, such as scalability and storage issues that can be resolved in the
future by adding a layer such as IPFS (Interplanetary File System) or other techniques of data compression that
require less storage before blockchain and IoT integration.
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