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ABSTRACT

Cloud storage has revolutionized data storage and access, offering a convenient and scalable solution
for storing large amounts of data. However, it also raises issues related to security and privacy, especially
after storing the sensitive information on remote servers. In this context, attribute-based encryption
(ABE) has added substantial consideration by means of a solution to enforce precise access control on
encrypted information. A notable form of ABE is Ciphertext-Policy Attribute-Based Encryption (CP-
ABE), allowing the data owner to state access rules depends on attributes (such as roles, permissions,
or other user-specific factors). The application of Elliptic Curve Cryptography (ECC) in CP-ABE
enhances the system’s efficiency and security. On top of this, integrating blockchain technology can
provide decentralized and immutable record-keeping, which enhances the transparency, trust, and
integrity of the encryption and decryption processes. A Blockchain-based CP-ABE system using ECC
provides a robust, secure, and decentralized solution for managing access control to encrypted cloud
storage. The integration of blockchain ensures transparency, immutability, and auditability, while ECC
offers significant security with lower computational burden. By combining these technologies, we can
build an effective and safe framework for protecting sensitive information in cloud environments,
ensuring that access to and decryption of the information is restricted to authorized users only based

on well-defined access policies.
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1  Introduction

Data is highly valuable and can be presented in various formats. Storing large quantities of data on local
devices may lead to maintenance issues. To alleviate storage demands on their devices, many people choose
to utilize cloud storage. The widespread practice of saving information online enables individuals to
effortlessly access and share data via the internet from any location. Cloud storage has transformed the way
we store and access data by providing an easy and scalable option for storing substantial amounts of data
[1]. Despite these advantages, concerns regarding data security in cloud storage persist. When users upload
data into the cloud, they practically lose control over it, potentially exposing it to vatious security threats.
Presently, cloud storage platforms suffer from weaknesses like centralized storage, which may put data
security at risk. Moreover, user privacy may be compromised by relying on trusted third parties.
Safeguarding data and preventing cloud service providers (CSP) from accessing it is essential, as these
providers may not be entirely reliable, and data control could be out of the ownet's hands. A common
approach in distributed computing environments is encrypting data prior to uploading it to cloud storage
using symmetric and asymmetric encryption techniques. In order to use symmetric encryption, the data
owner and data user can create a shared session key in advance. However, identifying potential data
consumers can be challenging when sharing data across systems. Furthermore, the asymmetric key
encryption method requires obtaining public keys for each data user, performing multiple data encryptions,
and storing various encrypted versions of the information.

In this context, the attribute-based encryption (ABE) system implements fine-grained access control for
encrypted data, In ABE, the access policy is stated by the data owner through a Boolean formula depending
on attribute sets [2]. The authority issues unique private keys to users corresponding to their specific
attributes. Decryption is possible when the private key's attributes precisely match the ciphertext's Boolean
formula. ABE system has two variants: Key-policy attribute-based encryption (KP-ABE) and Cyphertext-
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policy attribute-based encryption (CP-ABE). In the KP-ABE system, “the attributes set is connected to
ciphertext, whereas access policy is linked to the secret key and the decryption takes place only if the
attributes of the ciphertext match the access policy of the secret key” [3]. Conversely, “in the CP-ABE
system, the access policy is linked with ciphertext, whereas the attribute set connected with the secret key
and the ciphertext is decrypted only if the secret key satisfies the ciphertext's access policy” [4]. ABE
employs one-to-many encryption, allowing ciphertext encryption for multiple users, which is particularly
suitable for managing access to cloud-stored data [5].

Blockchains, which are decentralized digital ledgers, are designed to resist tampering and provide evidence
of any unauthorized alterations. Modern cryptocurrencies have emerged from combining various
computing concepts and blockchain technology utilizing cryptographic methods for protection rather than
relying on centralized systems or entities. Bitcoin, the first cryptocurrency, introduced blockchain
technology [6]. Blockchain security encompasses the efforts and technologies implemented to safeguard
blockchain networks. These protective measures are essential in preventing unauthorized access and
fraudulent activities. The robust security protocols employed in blockchain technology enable users to trust
in the security of digital transactions and data integrity. This security framework enhances confidence and

encourages the adoption of blockchain applications across vatious industries.
2 Related Work

Cloud computing provides various services to users through a usage-based pricing model while keeping
expenses low. However, the storage of data in cloud systems raises significant privacy and security issues.
Numerous studies have been published that delve into the security challenges associated with cloud storage,
methods for encrypting data, and blockchain technology applications. An in-depth examination of security
concerns related to various aspects impacting cloud computing was conducted by [7]. [8] performed a
comprehensive review on data security and privacy issues, encryption tools, and potential protective
measures in cloud storage platforms. [9] investigated advancements in research concerning privacy security
issues in cloud computing, focusing on different privacy security protection technologies. How the security
of cloud-based data storage can be enhanced by blockchain technology explored by [10]. [11] studied the
research trajectories of the blockchain’s application in cloud computing. [12] proposed a security structure
for blockchain-enabled decentralized cloud storage, enabling users to encrypt and divide their files into
segments, which are then randomly distributed across a peer-to-peer network with available storage
capacity. In a similar vein, [13] established a hybrid algorithm built on blockchain that involves encrypting
data using AES and ECC prior to cloud storage upload, a unique digital signature is generated on the client
side, which can be stored on a decentralized block set.

Various scholars have utilized ABE schemes incorporating ECC and bilinear pairing techniques to encrypt
data prior to cloud storage. To expand the security and effectiveness of CP-ABE for cloud-based data-
sharing systems, [14, 15] suggested a cooperative key management protocol. [15] suggested an AND gate-
based CP-ABE scheme, featuring constant-size secret keys and offering cost-effective encryption and
decryption solutions using Elliptic Curve Cryptography (ECC). [16] created an attribute-enabled data-
sharing system for cloud computing, addressing the key escrow problem in CP-ABE systems. [17]
introduced Enhanced CP-ABE, a method designed to protect, disttibute, and control access to cloud-stored
data. [18] suggested a data access control system that is pairing-free and built on CP-ABE and ECC,
employing simple scalar multiplication rather than complicated bilinear pairing that cuts the computational
burden. [19] presented an ECC-based CP-ABE system that uses scalar multiplication in place of bilinear
pairing and utilizes edge devices for decryption.

Various studies have utilized blockchain technology in conjunction with Attribute-Based Encryption (ABE)
schemes founded on Elliptic Curve Cryptography (ECC). [20] established a blockchain system built on java
for cloud storage, incorporating CP-ABE through bilinear mapping cryptography to ensure a secure system.
In another study for Electronic Health Record (EHR), [21] projected a blockchain-based multi-authority
ABE system sharing in edge computing and featuring outsourced decryption. Similarly, [22] introduced a
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blockchain-enabled multi-authority ABE for EHR sharing, where outsourced decryption and hidden access
policies could be verified, with the blockchain storing validation parameters and enabling data users to
confirm third-party decryption accuracy. [23] presented an efficient and secure data-sharing scheme that
merged ABE, blockchain, and IPFS. Additionally, [24] proposed a decentralized ABE system for cloud
environments with blockchain technology, facilitating detailed searches and protecting sensitive
information.

The studies examined predominantly employed the attribute authority to create and distribute a secret key
to data users after attribute verification. However, since the attribute authority is not entirely trustworthy
within the system, the process of verifying data user attributes could be compromised. To address this, we
suggest implementing a blockchain-enabled CP-ABE system, wherein blockchain can store data user
attribute sets along with the secret keys for each attribute. In this proposed framework, the blockchain
issues the secret key to the data user only after thoroughly verifying their attributes. The security of the
secret key is ensured through blockchain technology. The papet's structure is as follows: Section 2 discusses
the related work, Section 3 covers the preliminaries, Section 4 outlines the proposed system, and Section 5

provides the security analysis. The paper concludes with Section 6.
3  Preliminaries
3.1 Blockchain

“A blockchain consists of a series of interconnected blocks that serve as a comprehensive record of
transactions, functioning similatly to a traditional public ledgetr. Each block's header contains the hash of
the preceding block, creating a parent-child relationship between blocks. The first block in a blockchain,
known as the genesis block, has no preceding blocks” [25].

BLOCK HEADER BLOCK HEADER BLOCK HEADER

l BLOCK N-1 l BLOCK N BLOCK N+1

4" HASH (PREVIOUS BLOCK

HASH (PREVIOUS BLOCK HASH (PREVIOUS BLOCK
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l NONCE ‘ l NONCE ‘ ‘ NONCE ‘
[ HASH OF BLOCK DATA ‘ [ HASH OF BLOCK DATA ‘ ‘ HASH OF BLOCK DATA ‘
BLOCK DATA BLOCK DATA BLOCK DATA
(TRANSACTIONS) (TRANSACTIONS) (TRANSACTIONS)

Fig 1. Chain of Blocks

Block: In blockchain technology, a block is comprised of two main elements: a header and data. The
metadata about the block is contained in the header section. The data section includes a verified and
legitimate set of transactions that have been presented to the blockchain network.

Chain of Blocks: The blockchain is formed by linking the blocks where each block contains a hash digest
of the preceding block. Any modification to a previously published block would alter its hash, causing a
ripple effect of changed hashes in subsequent blocks due to their incorporation of the previous block's
hash. This mechanism allows for easy identification and rejection of tampered blocks. A chain of blocks
[26] is illustrated in Fig. 1.

3.2 Notation/Abbreviation and Description

The notations and abbreviations used in this paper are listed in Table 1.
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Table 1: Notation/Abbreviation and Description

Notation/Abbreviation Description

GA Global Authority

AA Attribute Authority

CSP Cloud Service Provider

DO Data Owner

DU Data User

BC Blockchain

LSSS Linear Secret Sharing Scheme
ECC Elliptic Curve Cryptography
ECDLP Elliptic Curve Discrete Logarithm Problem
RSA Rivest Shamir Adleman

PP Public parameters

MSK Master Secret Key

PK Public Key

SK Secret key / Private key

M Message

CT Ciphertext

A Access structure

11 Linear Secret Sharing Scheme
Zp Set of integers of prime order p
Lx Set of integers of prime order r
E Elliptic curve

GF(qg) Finite field of order g

G Generator point

Q Point on the elliptic curve

A Security parameter

S Collection of attributes

H Hash function

3.3 CP-ABE Algorithm

Data confidentiality and access control are frequently protected using encryption technology. However,
securing data access control remains a complex task. In 2007, Bethencourt introduced a novel encryption
technique known as ciphertext-policy attribute-based encryption (CP-ABE) that combines data encryption
and access control to enhance data protection [4]. CP-ABE link the uset's sectret key to specific attributes
and associates the ciphertext with an access structure. To successfully decrypt the ciphertext, users are
required to have an attribute set that aligns with the access policy of the data owner. Based on the individual
attributes, the user can acquire the necessary secret key from the attribute authority. CP-ABE can assist in
delivering precise access control in untrustworthy cloud storage environments, as users can only access data
files if their attributes align with the access policies linked to the files [27].

3.4 Access Structure

“Let {P1, Py, ..., Pa} be a set of patties. A collection A € 2{PLP2...Pn} is monotone if V B, C: if B € A and
B € C, then C € A. An access structure is a collection A of non-empty subsets of {Pi, Py, ..., Pn}, i.e., A
C2iPp Py P\ {}. The sets contained in A are referred as authorized sets, whereas those that are not

contained in A are referred as unauthorized sets” [28].
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For instance, the boolean expression A A ((B 'V C) A (D V E)) signifies that an individual decrypting
the encoded message must possess specific attributes: either 4, B,D ot A,B,E or A,C,D ot A,C, E. This

logical structure could be visually characterized as an access tree that offers a more intuitive understanding,
as illustrated in Fig 2.

Fig 2. Access tree for boolean formula A A ((BV C) A (D V E))

Additionally, [28] state that by applying standard methods the monotonic access structure could be
transformed into LSSS representation.

3.5 Linear Secret-Sharing Scheme (L.SSS)

“A linear secret sharing scheme ([]) for a set of parties P (over Zp) must satisfy the following conditions:

1) Each party’s share generates a vector over Zp.

2) There is a matrix A referred as the share-generating matrix for []. The matrix A consists of € rows
and 7 columns. Forallx =1, ..., £, the xth row of A is specified by the party p(x) (p is a function
from {1, ..., £} to P). Consider the column vector v = (s, ta,..., tn), where s € Zp is the secret to
share and 1, ..., £, € Zp are selected randomly, then A is the vector of € shares of the secrets

according to []. The share (A.1r)x belongs to the party p(x).” [28]

Likewise, the linear reconstruction property is fulfilled by the linear secret-sharing scheme. “Consider [] is
an LSSS for access structure A. Let S represent an authorized setand I € {1, ..., €} where I = {x| p(x) €
S}. Then, the vector (1,0,...,0) is in the span of rows of A indexed by I, and there exist constants {w €
Zp}x €1 such that, for any valid shares {A}x of a secret s according to [, we have ), x € I wx Ax =s. The
constants {wx} can be determined in polynomial time based on the size of the shate-generation matrix”
[28].
“The Lewko and Waters algorithm creates a matrix using an access tree that represents a monotonic logic
formula as input.
e The access tree's leaf nodes correspond to attributes, while its non-leaf nodes represent AND
or OR gates.
e The resulting matrix has several rows equal to the leaf nodes in the access tree.
e As the algorithm moves through the access tree, it assigns labels to the nodes.
e If the parent node is an OR gate labelled with vector v, the algorithm labels both child nodes
as v and keeps counter ¢ unchanged.
e If the parent node is an AND gate labelled with a vector v, the algorithm pads v with 0 at the
end to change its length to ¢, and then the algorithm labels its right child node with the vector
v || 1. | | denotes concatenation here and the left child node with the vector (0, ..., 0) | | -1,
where the length of (0, ..., 0) is ¢, increases the value of ¢ by 1.” [29]
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Fig 3 demonstrates the algorithm's method for labelling a tree. The rows of a matrix known as LSSS are
formed by the vectors found in the tree's leaf nodes. The algorithm extends shotter vectors with zeros to
match the length of the longest vector if the vectors are not of equal length. By employing this algorithm,

an LSSS matrix can be generated from the access tree shown in Figure 3.

(1), c=1
AND
c=2
(1,1)
AND
(0,-1) c=3
(0,0,-1) (1,1,1)

(0,0,-1) (0,0,-1) (1,1,1) (1,1,1)

Fig 3. Label the access tree to generate an LSSS matrix.

The LSSS matrix that was produced followed the procedure outlined eatrlier.

0 -1 oqrP(M)=A4
0 0 -1|p(2)=B
M=o 0 -1|pB3)=C
1 1 1|p@=D
1. 1 11p0B)=E

p assigns attributes 4, B, C, D, and E to each row of the matrix. When a set S of attributes fulfils the
LSSS, it indicates that the vector (1,0, ..., 0) is within the rows span of the matrix that cotresponds to

the attributes in S.

For example, consider a file that is encrypted for "PhD students in the Electronics department” and "PG
students in the Electronics department”. This access policy can be depicted using an LSSS matrix where
the attributes "PhD student", "PG students", and "Electronics Department" are represented by rows of the
matrix. A user is able to decrypt the file if they hold the attributes "PhD student” and "Electronics
Department" or "PG Student" and "Electronics Department”. A user who is an UG student in the
Electronics department is unable to decrypt the file as they lack the required attributes [30].

3.6 Elliptic Curve Cryptography (ECC)

In contrast to RSA, the ECC provides similar security with reduced key sizes. In 1985, the idea of ECC was
presented by Neal Koblitz and Victor Miller [19]. The mathematical representation of an elliptic curve is
given by:

y2 = x> + ax + b, where 423 + 27b2 # 0

The security of ECC is founded on the ECDLP that involves determining the logarithm of a point on an
elliptic curve within a finite field. Determining the discrete logarithm of a random element on an elliptic
curve relative to a specific base point is computationally difficult.

Let E be an elliptic curve defined over a finite field GF(q) of order q. Let G be a generator of the group
with order r. For the given point Q on an elliptic curve such that Q = kG where k € Zr, it is almost

Proceedings DOI: 10.21467 /proceedings.7.6 Series: AIJR Proceedings
ISBN: 978-81-989164-9-5 310 ISSN: 2582-3922


https://doi.org/10.21467/proceedings.7.6

Proceedings of the 3 International Conference on Artificial Intelligence, Machine Learning and Cybersecurity

impossible to find an integer k in polynomial time. The ECC encryption protocol comprises three main
steps:

e Step 1: The plaintext is mapped to point QQ on an elliptic curve.

e Step 2: The encryption protocol is implemented by two parties.

e Step 3: To retrieve the plaintext by mapping point Q on the elliptic curve.

For example, Alice and Bob carry out the following procedure [18]:

1) Key generation:

a) Initially, Alice and Bob agreed to utilize an identical elliptic curve, given by y2 = x3 + ax +
b(mod p) with a common generator point G.

b) For her private key, Alice selects an integer n, € Z, and calculates her public key by multiplying
this value with the point G, resulting in PK, = n,G.

¢) For his private key, Bob selects an integer ny, € Z;, and calculates his public key by multiplying
this integer with the point G, resulting in PKy;, = n,G.

2) Encryption: For the encryption of QQ, Alice initiates the process by choosing a random integer k
€ Z,. She then calculates two components of the ciphertext: C; = kG and C; = Q + kPKj.
Following these computations, Alice transmits both C1 and C2 to Bob.

3) Decryption: For decryption, Bob initially multiply Ci with his private key nb. He then subtracts
this result from C,. To obtain the plaintext, Bob maps point Q onto the elliptic curve.

Cor-npCp = (Q + kPI(b) - nb(kG)
= (Q + knpG) - kG
=Q

3.7 System Model

Typically, a CP-ABE system comptises of four algorithms [5]:

1) Setup (A)—> (PP, MSK) : Initially, the setup algorithm is takings A as input to generate PP and
MSK as output.

2) Encryption (PP,M,A)—> CT : The encryption algorithm utilizes PP and A to encrypt M to
generate CT.

3) Key Generation (MSK,S)—> SK : The key generation algorithm utilizes the MSK and S to
generate SK.

4) Decryption (PP,CT,SK)—> M : To decrypt the message, the decryption algorithm utilizes PP,
CT with A, and SK that corresponds to S. If the S meets A, then the CT is decrypted by the
algorithm to get the original message M.

3.8 Security Model

In CP-ABE, an adversary is allowed by the security framework to obtain private keys that cannot
successfully decrypt the intended ciphertext. This system links the ciphertexts with access structures and
the private keys with attributes. According to the security model [5], “an adversary can choose a challenge
for encrypting an access structure A* and request any private key S that does not meet the requirements of
N

e Setup: The challenger runs the setup algorithm to send the public parameter PK to the adversary.

e Phase 1: The adversary generates multiple private keys corresponding to vatious attribute sets
S1,...,8q1.

e Challenge: Two identical-sized messages, Mo and M are submitted by the adversary to the
challenger. In addition, a challenging access structure A* that is not satisfied by any of the sets
Si,...,5q1 from Phase 1 is presented by the adversary. Next, the coin b is randomly flipped by the
challenger to encrypt M, using A*. Finally, the generated ciphertext CT* is sent to the adversary.
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Phase 2: To ensure none of the attribute sets Sqi+1,...,9q meets the access structure A* that is

associated with the challenge, phase 1 is iterated.

Guess: A guess b’ of b is generated by the adversary. If b’=b, the adversary can win the game

The effectiveness of adversary A is measured by Pr[b’ = b] — %. To account for chosen ciphertext

attacks, the framework can be extended by integrating decryption queries during Phase 1 and Phase 2. The

CP-ABE system is deemed safe when any adversary operating within polynomial time constraints has only

a slight gain in the game.

4  Proposed System

The proposed Blockchain-based CP-ABE system as illustrated in Fig. 4 comprises six entities and five

algorithms. The entities of the system are:

D

2)

3)

4

5)

e STyl CEP cr

le—GID, 5|

DO BC DU

PK AA 5

GA GID

Fig 4. Blockchain-based CP-ABE system model

Global Authority (GA): The GA creates global public parameters (PP) for the system and Global
identity (GID) for all the registered users of the system. It then issues PP to AA and GID to all
the registered users of the system. GA is an entirely reliable entity of the system.

Attribute Authority (AA): The AA issues and revokes the attributes of the users depending on
their part in the system. It generates PK and MSK using the uset's attribute set. PK is published to
all users whereas MSK is kept by itself. AA stores the attribute list of each user along with SK in
the blockchain. AA is a partially trusted entity of the system.

Blockchain (BC): Blockchain is an immutable digital ledger that holds users’ metadata. The BC
issues the SK of each user after successful verification of attributes of DU.

Cloud Service Provider (CSP): The CSP provides a data storage solution to DO. Prior to
uploading information to the cloud repository, the DO encrypts it using a predetermined access
control protocol. This process involves the DO securing their data through encryption based on a
specific access management strategy before transferring it to the cloud-based storage system
provided by the CSP.

Data Owner (DO): The DO establishes the attribute-based access control policy within the
system. Data is encrypted in accordance with this policy prior to being uploaded to cloud storage.
The users who fulfil the requirements set by the access control policy can decrypt the encrypted
data.
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6)

Data User (DU): The encrypted information is retrieved by the DU from the CSP. To access the
encrypted content, the data uset's attributes must match with the access control policy. The DU
cannot be considered a fully trustworthy entity within the system.

Initially, the DO encrypts message M using sG, where G represents the generator of an elliptic curve's

cyclic subgroup with order 1, and s is an arbitrarily selected value from Z.. Based on LSSS matrix, the

encryption process then divides s into shares Ax, while O is similarly divided into shares wy. To decrypt

message M, the DU must combine elements of the ciphertext with their attribute keys to obtain the blinding

factor sG. The proposed system consists of six distinct algorithms:

1)

2)

3)

4)

5)

Global Setup: This algorithm is executed by GA. Consider a finite field of order q is GF(q), and

E is an elliptic curve defined over GF(q). Consider G be a generator of cyclic subgroups on the

elliptic curve E with a large prime order r, where solving the elliptic curve discrete logarithm

problem (ECDLP) is difficult. Furthermore, the hash function H : {0,1}* — Zr" is selected to
associate the uset's GID to the elements in Z.. The public parameters of the system where PP =

{GF(q),G,E, A, H}. The GA forwards PP to AA.

Authority Setup: The AA executes his algorithm. The AA picks an arbitrary value n € Zr its

MSK and publishes nG as its corresponding PK. For every attribute i in the system, the AA chooses

a random k; € Zr and publishes PK; = k;G as a public key. The AA stores the attribute list of

each data user in the blockchain.

Encryption: DO executes this algorithm. The encryption process involves the following stages:
Step 1: At the outset, the original message is mapped to elliptic curve E at a point M, after
which the following computation is performed: C; = M + sG, where s € Z; represents an
arbitrary number.

Step 2: The enctyption process utilizes DO's access policy to generate an 1 x € access mattix
A, where p maps the rows to the attributes.

Step 3: Choose two atbitrary vectors v = {s, V5, V3, .. U} € Zr and u =

{0,uy, u3, ... Uy} € Z, and compute: 1, = A,.v and w, = A,.u, where A, represents

the row x of A

Step 4: The two components of ciphertext: C; and C; are computed as: C;, = A,G +
WxPKpy and Gy = WG Vx

Step 5: Using SHA1, message authentication code MACn is generated. MAC,, = SHA1(M)

Key Generation: The AA creates the secret key SK associated with attribute i for a user with a

GID, and includes this attribute i in its respective attribute list. SK; g;p = k; + H(GID),

Decryption: DU executes this algorithm. The ciphertext is presumed to have been encrypted using

an access matrix (A, p). Any user having the secret key {SKp(x), GID} for a subset of rows Ay in

A, where (1,0,...,0) is contained within the span of these rows. To decrypt the ciphertext, the

user needs to determine H(GID) for each x. Subsequently, they should compute:

Y Cix-Y Cox SKpw,om = D(AG + 0, PKpy) - X (W G(k py + H(GID) n)
=Y (AG+ wikpyG)-Y (wik py G + ws HGID) nG)
=¥ 1,G - w, H(GID) nG

The DO picks constants ¢, € Z, such that Y, Ay = (1,0,...,0) Y,cxA, = (1,0,...,0) and
then perform computation:

Yc(AG — w H(GID)NG) = sG asv - (1,0,++,0) = sandu - (1,0,:-,0) = 0.
Ultimately, the DU can perform the computation: Cp — SG = M and then map M back to the

original message. Now, calculate the message authentication code (MAC,y) of retrieved message
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M’ using SHA1 hash function: MAC,, = SHA1(M’). If, MAC,, = MAC,, then it confirms
that the message M has been appropriately received.

6) Attribute Revocation: This system enables the revocation of attributes by storing and managing
user sectet keys on the blockchain through the attribute authority. This method enables the
immediate revocation of a user or an attribute without requiring updates to the keys of other users
during the revocation. For user revocation, the attribute authority must eliminate the attribute list
linked to the uset's GID. For attribute revocation, the attribute authority must remove the public
key associated with the specific attribute. While revoking the attributes of the user, the attribute
authority is required to delete them from the uset's attribute list.

5 Security Analysis

The security analysis of the proposed CP-ABE scheme concerning the main security requirements,
including privacy, security, confidentiality, integrity, collusion resistance, and forward security is evaluated
in this section.

5.1 Data Security

Our system employs an ECC algorithm grounded in ECDLP to prevent unauthorized access to the secret
key without proper attributes. The encryption of message M using ECC results in ciphertext Co. If M can
be represented as mG, where m is an element of Z; and s is a random value chosen by the data owner, then
Co = (m + s)G appears as an arbitrary point on the elliptic curve to potential attackers. Due to the
properties of ECDLP, attackers are unable to extract any meaningful information about M without
knowledge of's. LSSS divides the secret s into Ax shares, that can only be restored when an adequate quantity
of shares is present. This means that decryption of the ciphertext is possible if the data user pleases the
access structure (A, p) and holds the necessary attributes. Unauthorized users lacking the specified attributes
will not have cotresponding attributes in rows A x, preventing them from calculating Y, ¢y Ay =
(1,0,-:+,0). Consequently, they cannot compute the first element s in vector v. This mechanism ensures

the security of data in the proposed system.

5.2 Data Privacy and Confidentiality

Our system restricts access to secret key SK on the blockchain to users with appropriate credentials. Every
blockchain transaction is safeguarded using cryptographic methods to ensure data security and privacy. The
system employs ECC technology, which relies on the computational complexity of solving the ECDLP
problem. Consequently, users lacking the necessary attributes cannot derive the secret key from the public
key. This approach effectively safeguards data privacy and confidentiality within our system.

5.3 Data Integrity

The data integrity is assured by the proposed system through the utilization of MAC. It verifies MACy, of
the original message with MAC,» of the received message i.e, whether MAC,, = MAC,y. If the answer is
Yes, then the integrity of the message is preserved, otherwise it is not.

5.4 Collusion Resistance

The attribute of each user is associated with a GID to provide a safeguard against collusion attacks. This
ensures that different attributes of a user cannot be effectively combined during decryption. In the event
that two users with separate identities attempt to collude, certain elements like H(GID)w,nG will remain,
making it impossible to eliminate them. Consequently, this attempt will fail to recover sG and message M.
For example [18], Consider, Alice possesses two attributes A and B, Bob possesses three attributes C, D,
and E. and the access policy is A A ((B vVCOAMDYV E)) Both Alice and Bob cannot decrypt the
ciphertext independently. If they collude their attributes to decrypt a ciphertext, they will obtain the distinct
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result for some x. Alice will obtain: A,G — H(GIDyjice) WynG and Bob will obtain: A,G —
H(GIDg,p) wy nG. Alice and Bob had distinct GIDs, therefore, H(GIDgjice) # H(GIDp,p) makes
Yx H(GID) w, nG # 0. Usually, authorized users choose constants Cyx € Z, and Yy CxA, =
(1,0,--+,0) to determine sG. Alice and Bob are unable to collude to obtain constants ¢, € Z, and

Yo A, = (1,0,-++,0) to retrieve sG. Therefore, our scheme is collusion-resistant.
5.5 Forward Security

Our system enforces forward secutity, ensuring that revoked users cannot access future data. This
protection is achieved by the atttibute authotity simply removing the attribute list linked to a uset's GID
when revoking access. If a revoked user tries to decrypt, their request is rejected since their GID is
unrecognized in the system, and the authority cannot confirm their attribute ownership. Additionally, the
authority can modify the attribute list to revoke a specific user attribute. Decryption requests from users
lacking the necessary attributes are rejected. This approach effectively ensures forward security for
outsourced data, safeguarding it from unauthorized access by revoked users.

6 Conclusion

This study introduces a new approach to access control employing blockchain and CP-ABE. The proposed
method involves encrypting data prior to its transfer to cloud storage, with the decryption key stored on
the blockchain. Access to this private key on the blockchain is restricted to users possessing the necessary
attributes, making sure that only permitted users are able to decrypt and access the saved data. The use
LSSS access structure can increase the intricacy of the access framework, thereby enhancing data protection.
Each transaction on the blockchain is protected using cryptographic principles to maintain data privacy and
confidentiality. The system ensures the integrity of the message through MAC. A unique GID is associated
with every user attribute to safeguard against collusion attacks. The revocation of the user or user attribute
ensures the forward security data. The overall system can enhance the privacy, security, confidentiality,
integrity, and forward security of the data and made the system collusion-resistant.
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